How to install Sophos product(Sophos Security software) on individually-owned PC
[For Windows Operating Systems]
*IMPORTANT NOTICE**
- Please do the procedures ** inside the campus **.
Especially, when you install Sophos, you are required to connect
your PC to the campus-LAN, directly. You cannot complete the
installation procedure outside the campus by use of SSL-VPN.
- If you cannot do the tasks of the installation inside the campus and the operations system

of the PC is Windows, consider use Windows Defender.

Notes:

1) Please UNINSTALL Security software, e.g. Sophos product of the previous version and
SEP, before installation of Sophos product of this year's version.

2) The installation procedure of Sophos is possible only inside

the campus, in order to exploit TTInstaller service.
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1 Check system requirements
Go to the following page and make sure that the PC on which you want to install mee
ts system requirements.
Sophos Central Windows Endpoint System Requirements
https://community.sophos.com/kb/en-us/121027

Sophos Central Windows Server System Requirements

https://community.sophos.com/kb/en-us/119802

2 Download TTInstaller for Windows
Go to the following page and download TTInstaller for Windows.
TTInstaller(Windows )% # v > 12— R34 % 5 / How to download TTInstaller for Windo
ws

http://[www.officesoft.gsic.titech.ac.jp/pdf/How to download TTInstaller for Windows.pdf

3 Install Sophos producti
3.1
Follow steps in the following page.
How to execute TTInstaller for Windows (Common steps)

http://www.officesoft.gsic.titech.ac.jp/pdf/How to execute TTInstaller for Windows co

mmon_steps_en.pdf

1 Before you follow this operation, you need to get the PC on which you want to install Sophos product to the Internet.

<Reference>

Sophos Central: Domains and ports required for communication to and from Sophos Central Admin and the Sophos Central managed endpoint
https://community.sophos.com/kb/en-us/121936

Sophos Central Endpoint: An Internet connection could not be established

https‘//community.sophos.com/kb/en-us/120453

Sophos Central: How to configure devices to use proxy server settings

https//community.sophos.com/kb/en-us/119263
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Check [For Universityl, and click [Next].

) For University

InstallType :
) For Personal

202204/04 16:31:02 ;) INFO ; Netwark Connect ; OK ; Direct
2022104104 16:31:10 : INFO : Language : English

2022/04/04 16:31:10  INFO : Conned IP
202204/04 18:31:25 | INFO : AuthenticationCheck :
1] bl
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Check the row which fulfills following conditions, and click [Next].
® The OSName column of the row is “Windows”.

® The Explain column of the row contains “Sophos Anti-Virus Software : Indiv
idually-owned PC”.

Check | OSName |Language Explain Filt
O [Windows Microsofl Offica LTSC 2021 : Adivation Tool ME=
B [Windows Microsoft Ofica 2019 : Aclivation Tool 1I.'Ei

| L] [Windows Windaws 10/ 11 Educalion - Activalion Taal 1B

|| B [Windows Windows 8.1 Enterprise - Activation Tael 114B]

Ll [Windows Adobe Creafive Cloud EMNT ; Shared Device License : CC2021 ; G4bithxid EA5)

| L] MWindows Sophos Anti-Virus Software - University-owned PC B2SH
| [l-'lnndl:lws Zophos Anti-Virus Software ; Indiidually-owned PC : 2022 B41h_ |
) — i 1 o

|:| For Client : Commaon :I For Client : Japanese |:| For Client : English

202204/04 16:31:02  INFO ; Netwark Connect ; OK ; Direct

2022/04/04 16:31:10 1 INFQ : Language : English
2022/04/04 16:31:10 | INFO : Connecl [P
20224004/04 16:31:25 ; INFOD : AuthenticationCheck ; OK : 1D

2022004004 16:31:33 | INFO : InstaliType . For Pergonal

I N I
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Click [Next].

D

Notes on the Installing Software (Sophos Central Intercept X
Advanced : Individually-owned PC : Windows)

1. If other anti-virus software (for example Symantec Endpoint Protection) is instatled, uninstall it
beforehand. m

2. For personally-owned PCs, users must install Sophos every fiscal year. Every year, latest mstaller will be
available m early April. The Installer of each fiscal vear is provided until the end of March.

3. Every fiscal year, lincenses of the last fiscal vear are disabled in early April, so that you cannot continue
to use Sophos on your personally-owned PCs. Please uninstall the older-licensed Sophos and install the
latest-ticensed Sophos.

4. In order to minimize the damage when infected with a high-risk virus, we are operating to be
automatically isolated from the network when the status of Sophos turns red.

4
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2022/04/04 16:31:02 : INFO : Network Connect; OK : Direct

2022/04/04 16:31:10: INFO :Language : English
2022/04/04 16:31:10: INFO : Connect P

2022/04/04 16:31:25: INFO : AuthenticationCheck : OK : ID
2022/04/04 16:31:33: INFO ;

:InstaliType ; For Personal

< D]H

Check [Yes, I will agree.]l, and click [Next].

D

Terms of Service for the Umbrella Agreement on the Installing
Software (Sophos, Individually-owned computer) 1|

i. The computer installing the software is my personal property.

2. I will use only one license per person. =

3. I will use this computer under the campus network (except for VPN connection).

4. In case the computer is discarded or no longer a university property, I will uninstall the software. (There
13 no need to uninstall the software if it is already unserviceable.)

,

1¢]

@) Yes, | will agree.

() No, I will not agree.

2022/04/04 16:31:02 : INFO ; Network Connect: OK : Direct =
2022/04/04 16:31:10: INFO :Language : English

2022/04/04 16:31:10 . INFO : ConnectIP :

2022/04/04 16:31:25 ; INFO : AuthenticationCheck : OK : ID:

2022104/04 16:31:33 ; INFO : instaliType : For Personal

< b |

How to install Sophos product(Sophos Security software) on individually-owned PC
[ For Windows Operating Systems]
FAQ - Contact Us : http://www.officesoft.gsic.titech.ac.jp/en/contact.shtml
4



http://www.officesoft.gsic.titech.ac.jp/en/contact.shtml

3.6

Click [Installl. i
SOPHOS Endpoint Protection Installer

You are about to install the following products.
Installation will take about 10 minutes. Once started. it cannot be cancelled

() InterceptX Advanced

3.7

Click [Finishl].
SOPHOS Endpoint Protection Installer

o Installation successful

. gn. e ik @

i Tf you receive the message which mean communication error , e.g. "An Internet connection could
not be established" and "Failed to download the installer", please see the following.
http://www.officesoft.gsic.titech.ac.jp/r/en/contact/Sophos 120453 119263 en
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3.8
Click [Exit].

The installer has finished.

EVELIVTUT TR TN

2022/04/04 16:32:00: INFO
2022/04/04 18:32:01 . INFO
2022104104 16:32:01 : INFO
2022/04/04 16:32:01  INFO
2022/04/04 16:34:48 : INFO

(8 4 TR

:Download : OK :
:UnCompress : Start:
:UnCompress : OK:
Install: Stan:

install . OK:

>

<

] | |

3.9

[eaee [ v o]

Delete the TTInstaller which was downloaded at “2 Download TTInstaller for Win

dows”.
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